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1 Preamble

1.1 Scope and intended audience

This document specifies the system requirements for a Diagnosable Building Block within the
Transversal CCS System (TCCS).

A Diagnosable Building Block provides diagnostics information through the System Diagnostics
Interface (SDI) using standardized information models and interfaces.

The intended audience includes:

¢ developers and suppliers of diagnosable Building Blocks
e system integrators

e architects

¢ verification and validation engineers

¢ and assessors involved in the development, integration, and approval of the TCCS.

1.2 Purpose

This document is the output of system requirement phase activities (phase 4) as specified in & S
PPRAMSS-349 - [EN 50126-1:2017] for the Diagnosable Building Block.

The objective of this document is to specify a comprehensive and identified set of requirements
for a Diagnosable Building Block (DBB).

The Diagnosable Building Block provides diagnostics information through the System Diagnostics
Interface (SDI) and enables interoperability with the Service Function Diagnostics (SFD).

1.3 Glossary
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1.3.1 General abbreviations

Acronyr Definition

AMS

HDA

SDI

SDI-DS

API

Subset
149

SFC

An Asset Management System is a
structured approach, typically involving
software and processes, used to
manage an organization’s physical
assets throughout their lifecycle. This
includes planning, acquiring, operating,
maintaining, upgrading, and disposing
of assets to maximize their value,
ensure reliability, and meet
organizational goals. Asset
management systems often focus on
optimizing performance, reducing risks,
and ensuring compliance with
regulations.

An AMS needs to know the installed
asset base.

Historical Data Access

Standard Diagnostic Interface

Aggregates SDI-XX and possible additional
AddIns into a single OPC UA server

Application Programming Interface

Interface MDCM onboard - MDCM offboard

Service Function Configuration

SPT2-CONEMPF
System Requirements Specification Diagnosable Building Block (rev. 904471

Features

o Asset inventory and tracking

¢ Maintenance scheduling (preventive
and predictive)

o Lifecycle cost analysis

¢ Condition monitoring and diagnostics

¢ Compliance and regulatory reporting

¢ Integration with condition-based
maintenance (CBM) systems

Historical Data Access is an OPC UA standard to
read historical values and events based on their
OPC UA Nodelds.

Contains model for Product Groups ETCS and
ATO.
Data for other Product Groups can use this

interface as a carrier (as customized data)

Service Function to update the software artifacts on

Building Blocks.
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Acronyr Definition

SFD Service Function Diagnostics

API Application Programming Interface

AMS Asset Management System

CBM Condition Based Maintenance

NTS Network Time Security

SPT2-CONEMP
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Features

Service Function to aggregate diagnostics data

from the connected Building Blocks.

An APl is a set of rules and protocols that allows
software applications to communicate with each

other.

It defines:

What operations can be performed.

e How to make requests.

What data formats to use.

How the system will respond.

Key Features of an AMS are:

e Asset registration and categorization

e Lifecycle tracking (acquisition, usage,
maintenance, disposal)

e Preventive and predictive maintenance

e |nventory and spare parts management

e Work order and task management

e Cost tracking and budgeting

e |Integration with ERP, SCADA, or loT

systems

Condition-Based Maintenance is a maintenance
strategy where servicing or repair is performed only
when there is evidence of need, based on the
actual condition of an asset — not on time or usage

alone.

Network Time Security is an extension of NTP
(Network Time Protocol) that adds authentication,
integrity, and encryption to time synchronization

over IP networks.
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1.3.2 Document-specific abbreviations

1.3.3 Term definition

2 Assumptions and dependencies

The Diagnosable Building Block is assumed to be connected to a communication infrastructure

that enables connectivity to the Service Function Diagnostics (SFD).

The Diagnosable Building Block assumes the availability of the applicable SDI information

models, including SDI-GEN and the relevant SDI-XX information models.

The Diagnosable Building Block assumes the availability of a system-wide time synchronization

infrastructure.

The Diagnosable Building Block depends on the cybersecurity services, trust infrastructure, and

security policies defined by the TCCS architecture.

The Diagnosable Building Block may depend on local applications, services, or subsystems that

generate the diagnostics information exposed through the SDI.

The Diagnosable Building Block may depend on supplier-specific OPC UA information models for

the representation of supplier-specific diagnostics information. [SPT2TS-133221 ]

3 Constraints

The Diagnosable Building Block is part of the Transversal CCS System (TCCS) and shall comply
with the TCCS architecture and interface concepts. [SPT2TS-133222, I£! System Requirement ]
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4 System overview

4.1 System context

The following picture describes the system context (ToDo: to be replaced from capella):

| diagnostic opc ua |
server

SFD
Service Function Diagnostics

diagnostic ope ua|

| | | client
AAA A
SDI-XX
. BuildingBlock | |]
Diagnosable ProduciGroup/Equipment
BuildingBlock
[
[
I ™y
R shared
l Time (NTS) l services
A vy

Figure 1 Logical architecture

[SPT2TS-132884 ]
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4.2 System interfaces

The Service Function Diagnostics has the following external interfaces:

4.2.1 SDI

see B System Interface Description SDI

4.2.2 SSI-STS

see ToDO time sync

4.3 System modes and states

The Diagnosable Building Block provides diagnostics information through the System Diagnostics
Interface (SDI).

The Diagnosable Building Block may operate in the following states:

INITIALIZING
The Diagnosable Building Block is starting up and initializing its diagnostics services.

Typical activities include:

e initialization of the diagnostics-producing application,
e initialization of the OPC UA server,
¢ loading of SDI information models,

¢ and establishment of time synchronization.

Diagnostics information may be incomplete or unavailable.

OPERATIONAL
The diagnostics-producing application and the OPC UA server are operational.

Current diagnostics information is available through the SDI.

DEGRADED
The Diagnosable Building Block remains operational, but diagnostics capabilities are partially
impaired.

Examples include:

e unavailable diagnostics sources,
11| Page 2026-06-05 15:21
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e unavailable historical data,
¢ reduced diagnostics functionality,
¢ delayed diagnostics updates,

¢ or unavailable supplier-specific diagnostics extensions.

Diagnostics information remains available but may be incomplete.

BACKEND_UNAVAILABLE

The OPC UA server remains operational, but the diagnostics-producing application or subsystem
is unavailable.

Diagnostics information may become stale or incomplete.

This state shall be distinguishable from communication failures and OPC UA server failures.

FAILED
The Diagnosable Building Block is unable to provide diagnostics information through the SDI.

Examples include:

OPC UA server failure,

unrecoverable diagnostics application failure,

corrupted diagnostics configuration,

or loss of mandatory runtime services.

Diagnostics information is unavailable. [SPT2TS-133223 ]

5 System requirements

5.1 Non-functional requirements

ToDo: add RAM requirements considering 2 PrRAMS Requirements
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5.1.1 Availability

The SFD shall meet the availability requirements allocated by the PRAMS apportionment: 2 PrRA
MS Requirements
ToDo check [SPT2TS-133496, E£! System Requirement ]

The diagnosable Building Block shall make diagnostics information available whenever the
Building Block is operational. [SPT2TS-133495, System Requirement ]

The diagnosable Building Block shall automatically restore diagnostics services after restart

without requiring manual intervention. [SPT2TS-133139, &&! System Requirement ]

The diagnosable Building Block shall continue providing diagnostics information during degraded
operation whenever technically feasible. [SPT2TS-133140, System Requirement ]

The diagnosable Building Block shall indicate loss of diagnostics functionality through the
exposed diagnostics information. [SPT2TS-133134, System Requirement ]

5.1.2 Performance

The diagnosable Building Block shall update diagnostics information within the timing constraints
defined by the applicable SDI-GEN and SDI-XX specifications. [SPT2TS-133135, I£! System

Requirement ]

The diagnosable Building Block shall support simultaneous access by multiple authorized
diagnostics clients according to the requirements in the SDI. [SPT2TS-133136, &£/ System

Requirement ]

The diagnosable Building Block shall not degrade the primary operational functionality of the
Building Block while providing diagnostics services. [SPT2TS-133137, i£! System Requirement ]

5.1.3 Scalability

The diagnosable Building Block shall support extension through additional SDI-XX information
models without requiring modification of existing SDI-GEN information model elements. [SPT2TS-
133143, [ System Requirement ]

The diagnosable Building Block shall support the coexistence of multiple diagnostics SDI-XX
within a single OPC UA server. [SPT2TS-133144, System Requirement ]

13| Page 2026-06-05 15:21



SPT2-CONEMPF
-
System Requirements Specification Diagnosable Building Block (rev. 904471

—urope’s

5.1.4 Security

The diagnosable Building Block shall implement the applicable TCCS cybersecurity requirements.
[SPT2TS-133145, I£! System Requirement ]

5.2 Functional requirements

5.2.1 SDI compliance

A diagnosable Building Block shall implement the OPC UA server according to £ System
Interface Description SDI . [SPT2TS-132925, I£! System Requirement ]

A diagnosable Building Block shall implement the generic OPC UA requirements applicable for
OPC UA servers:
System Interface Description OPC UA Generic [SPT2TS-132926, ! System Requirement ]

The diagnosable Building Block shall support replacement and update of implemented SDI
information models through the configuration mechanisms provided by the configurable Building
Block and the SMI. [SPT2TS-133142, System Requirement ]

5.2.2 Supplier specific extension model support

The diagnosable Building Block may expose supplier-specific OPC UA information model

extensions.

Supplier-specific extensions shall:

¢ use supplier-specific namespaces,

¢ not modify standardized SDI-GEN or SDI-XX model elements,
¢ not redefine standardized semantics,

¢ not introduce homonyms for standardized concepts,

¢ not introduce synonyms for standardized concepts,

e remain fully interoperable with clients only implementing the standardized SDI models.

If a concept is already standardized in SDI-GEN or an applicable SDI-XX model, the standardized
concept shall be used. [SPT2TS-133124, I£! System Requirement ]

The supplier of a diagnosable Building Block shall provide all supplier-specific OPC UA
information model artifacts required to interpret the diagnostics information exposed by the
Building Block. [SPT2TS-133176, System Requirement ]
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The supplier shall provide the exact versions of the supplier-specific OPC UA information model
artifacts corresponding to the versions implemented by the Building Block. [SPT2TS-133177, IE!S

ystem Requirement ]

The supplier-specific OPC UA information model artefacts shall be provided in UANodeSet XML
format according to IEC 62541-6 and the OPC UA Model Design and NodeSet specifications
published by the OPC Foundation for import and processing by the Service Function Diagnostics.
[SPT2TS-133178, B System Requirement ]

The supplier shall provide all OPC UA information model artefacts that are not part of the SDI
information model baseline and that are required to interpret the diagnostics information exposed
by the Building Block. [SPT2TS-133175, System Requirement ]

The supplier shall provide updated supplier-specific OPC UA information model artifacts
whenever a Building Block version introduces new or modified supplier-specific OPC UA
information model elements. [SPT2TS-133172, &£/ System Requirement ]

The supplier-specific OPC UA information model artefacts shall define the namespaces, types,
references, and metadata required to correctly interpret the supplier-specific diagnostics
information exposed by the Building Block. [SPT2TS-133173, System Requirement ]

The supplier-specific OPC UA information model artefacts shall be deliverable and manageable
as configuration artefacts through the Configuration Repository and SMI. [SPT2TS-133174, £/ Sy

stem Requirement ]

5.2.3 Diagnostics Data Provision

The diagnosable Building Block shall provide current diagnostics information through the SDI
according to to 1l System Interface Description SDI . [SPT2TS-133125, System Requirement

]

5.2.4 Health Information -> General OPC UA requirements?

The diagnosable Building Block shall expose the standard OPC UA Server Object and all

mandatory components defined by the applicable OPC UA specifications.

The Server Object shall provide information about the OPC UA server instance, including server
status, server capabilities, namespace information, and diagnostics information as specified by
OPC UA.

move to generic OPC UA requirements? [SPT2TS-133127, £/ System Requirement ]
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The diagnosable Building Block shall expose the health state of the diagnostics-producing

application independently of the OPC UA Server Object.

Change Request: ToDo add this in SDI-GEN:
BuildingBlockHealth:
backendAlive
backendHealthState
lastBackendHeartbeatTimestamp
lastBackendDataUpdateTimestamp
dataFreshnessState
[SPT2TS-133128, System Requirement ]

the-Diagnesable BuildingBleek- [SPT2TS-132893 ]

Reverse-ConneetFaecet [SPT2TS-132895 ]

Event-Aeecess [SPT2TS-132896 ]

Historical-Data-Aeecess [SPT2TS-132897 ]

Spee-Chapter4- [SPT2TS-132899 ]
ToDo Requirement to use SSI-NTS for time sync [SPT2TS-132900 ]

ToDo Requirement to use IAM for getting the roles ... [SPT2TS-132901 ]
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5.2.5 Generic OPC UA Security Requirements

4 R s .
u-LaJ_J.-D\.AJ.-\JJ.Q\jll\JD\_J_\_,D Bf@wse
.. o o - nla)
ceTverS TS (LT apyprIrcaloTrTy
(N T el k| . s Do I
A T i e \iLAJ_J_C\J., CIT J B iy v U T OIYT

[SPT2TS-132903 ]

5.2.6 Diagnosable BuildingBlock requirements
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