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EU Rail cannot be held responsible for your product, even if you have used this document
and its content. It is your responsibility to verify the quality, completeness and the accuracy

of the information you use, for your own purposes.

This work is currently a work in progress. The content presented is subject to
change as it undergoes further review, refinement, and development. Please do not

consider this version as final or authoritative.
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1 Preamble

1.1 Scope and intended audience

[old ID] - This document defines the general requirements for Standard Data Interface
(SDI)...

This document defines the general requirements for Standard Data Interface (SDI)
implementations based on the OPC UA protocol, as outlined in Part 1 of the SDI Companion
Specification. It provides the foundational principles, communication expectations, data modeling
conventions, and versioning rules for designing interoperable, semantically consistent
information models used within railway systems and other industrial applications adopting the

SDI concept.

This specification is derived from and aligned with the following key documents:

¢ The System Definition, which describes the overall architecture and objectives of the SDI-
based integration approach.

e The System Requirements Specification, which outlines functional, operational, and non-
functional expectations for SDI implementations.

e The System Architecture Definition, which provides the structural blueprint for how system

components interact, communicate, and are organized.

This document serves as the foundation for both the SDI-GEN (generic) models and the domain-
specific SDI-XX (product group) models. Together, these models enable standardized semantic
data exchange across heterogeneous systems by defining common type hierarchies, reference
structures, metadata conventions, and modeling rules using OPC UA Information Modeling

principles.

Eu.SDI.22 - This document is intended for the following users:
This document is intended for the following users:

Any EU-Rail System Pillar members and volunteers.
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1.2 Purpose

Eu.SDI.18 - The document defines the Standard Diagnostic Interface (SDI) for
communication b...

The document defines the Standard Diagnostic Interface (SDI) for communication between the
Service Function Diagnostic (SFD) and the Building Block (BB).

Eu.SDIL.19 - The Service Function Diagnostic (SFD) is designed to receive diagnostic data
fro...
The Service Function Diagnostic (SFD) is designed to receive diagnostic data from the Building

Blocks (BB) and forward this data to the central diagnostics system.

Eu.SDI.20 - This document contains general communication requirements and technical
specific...

This document contains general communication requirements and technical specifications (e.g.
protocols and message definition) for the Standard Diagnostic Interface (SDI). The diagnostic
messages (e.g. data point IDs and values) relevant to each Building Block (BB) are defined in the

generic and product group models.

Eu.SDI.21 - This document does not specify the behaviour of the respective
communication par...

This document does not specify the behaviour of the respective communication partner (e.g. the
system reaction in the event of a communication failure), and in particular it does not define when
which message should be sent. This behaviour is defined in System Requirements

Specification Service Function Diagnostics - SFD

Eu.SDI.204 - This document is applicable for both the EU-Rail System Pillar target

architectu...

technical-autherity-for-this-deeument—note : not needed anymore after handover
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1.3 Glossary

Eu.SDI.39 - The terms and abbreviations are listed in the table below.

The terms and abbreviations are listed in the table below.

todo: add terms and abb

No references

2 Overview

2.1 Overall description

Eu.SDI.51 - The Standard Diagnostic Interface (SDI) is a message based interface. It is
comp...
The Standard Diagnostic Interface (SDI) is a message based interface. It is composed of the

transport layer and the application layer.

Eu.SDI.152 - The application protocols and the application-related functional requirements
as...
The application protocols and the application-related functional requirements are described in

detail in this document.

Eu.SDIL.153 - The transport layer of the SDI required in line with the application is
specifie...

The transport layer of the SDI is responsible for the secure and reliable transmission of
messages between clients and servers. It includes mechanisms such as the OPC UA Secure
Channel, which provides encryption, message signatures, and certificates for application
authentication. The transport-related functional requirements are described in this document.
Eu.SDI.154 - The lower layers (network layer, data link layer and physical layer) are
defined...

The lower layers (network layer, data link layer and physical layer) are defined by the PoS-
Signalling [Eu.Doc.100].

ToDo: Add reference to "PoS-Signaliing [Eu.Doc.100]/or SP equivalent doc"

Eu.SDI.55 - The Standard Diagnostic Interface (SDI) is identical for all connected CCS/TMS

S...
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The Standard Diagnostic Interface (SDI) is identical for all connected CCS/TMS systems in terms
of functionality. However, the diagnostic messages (e.g. data point IDs and values) relevant to

each Building Block (BB) are defined in the generic and product group models.

Eu.SDI.156 - The service function Diagnostics collector supports collecting and
processing ev...

The Service Function Diagnostics (SFD) supports collecting and processing event-based
diagnostic data of the Building Block (BB).

Eu.SDI.148 - The service function Diagnostics collector may be realised in the Subsystem

harmenised-spesificatiors—Note : not applicable to system Pillar CONEMP context.

2.2 Non-functional characteristics / non-functional requirements

=g roposal to be deleted

This section outlines the non-functional properties of the SDI, derived from architectural
decisions and system-level requirements. These characteristics are critical to ensuring that the
interface is reliable, maintainable, safe, and performs as expected in its operational environment.

Key non-functional requirements include:

Reliability & Availability

The SDI must support robust data exchange and tolerate redundancy scenarios (see
SPT2TS-130121). Redundant components must be monitored using RedundancyGroup and
RedundancyStatus models.

Safety

The SDI contributes to the overall safety case by ensuring semantic clarity, preventing
misinterpretation of data (e.g., through prohibition of homonyms and synonyms per
SPT2TS-130091), and supporting traceable model versioning (SPT2TS-130663).

Cybersecurity
Secure communication shall follow the requirements defined in SP-SEC-CommSpec.
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Performance

The interface must meet real-time or near real-time data update requirements depending on
subsystem needs (e.g., consistent delivery of measurement timestamps, low-latency event
propagation). Performance baselines are defined in the system requirements and validated
during integration testing.

Environmental Conditions

Interface components must operate reliably under the physical conditions specified in the
Physical Environment Requirements Specification (e.g., temperature, vibration, EMC
compliance), especially relevant for edge-deployed OPC UA servers.

Each characteristic is supported by architectural decisions and referenced documents such as:
System Requirements per EN 50126

3 SDI Interface

The Standard Diagnostic Interface (SDI) enables the Service Function Diagnostic (SFD)
to collect Diagnostic Data from a Diagnosable Building Block (BB).

3.1 Static description

The static description specifies the foundational, immutable elements that define the interface
capabilities and characteristics. This includes the following aspects: services, namespace
conventions, security mechanisms. These elements form the basis to collect Diagnostic Data.

3.1.1 Communication requirements

[old ID] - SDI connections must use the OPC UA protocol to transfer data between

a Diagnosable BuildingBlock and a Service Function Diagnostics

Eu.SDI.120 - The OPC UA endpoint shall use the client-server model. The Service Function
Diagnostic (SFD) shall realize the OPC UA client. The Building Block (BB) shall realize the OPC

UA server.

Eu.SDI.121 - The OPC UA server shall trigger the opening of the OPC UA connection by the

client via reverse connect (reverse hello).

Eu.SDI.206 - In case the Service Function Diagnostic (SFD) does not start with the
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establishment of the OPC UA connection as a reaction to the reverse connect within 5 seconds,

the Building Block (BB) shall resend the reverse connect.

Eu.SDI.248 - In case the Building Block (BB) receives, directly after sending a reverse connect, a
connection establishment from the Service Function Diagnostic (SFD) that is not a reaction to the

sent reverse connect, it shall accept the connection.

Eu.SDI.249 - In case the the Service Function Diagnostic (SFD) receives, directly after sending a
connection establishment, a reverse connect from the Building Block (BB), it shall ignore the

reverse connect.

Eu.SDI.192 - If two network channels are used for the Standard Diagnostic Interface (SDI):

If two network channels are used for the Standard Diagnostic Interface (SDI):
Eu.SDI.125 -

¢ the diagnostic activities shall always take place via one of the two network

channels (primary, secondary).

Eu.SDI.126 -

¢ the establishment of the connection shall first be tried via the primary channel of the

Service Function Diagnostic (SFD) configured on Building Block (BB)

Eu.SDI.127 -

¢ when the Service Function Diagnostic (SFD) does not start with the establishment of the
OPC UA connection as a reaction to the reverse connect within 5 second, the Building

block (BB) shall retry using the other network channel (primary, secondary).

Eu.SDI.236 - If no connection is available when the Service Function Diagnostic (SFD)
expects to interact with the OPC UA server, the Service Function Diagnostic (SFD) shall

establish the OPC UA connection.

Eu.SDI.207 - The target address(es) and the corresponding communication ports of the OPC UA
client in the Service Function Diagnostic (SFD) for initiating the reverse connect shall be

configurable in the Building Block (BB).

Note: If two network channels are used for the Service Function Diagnostic (SFD), two target
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addresses need to be configurable.

Eu.SDI.208 - The allowed communication ports of the OPC UA server for establishment of the
OPC UA connection by the Service Function Diagnostic (SFD) shall be configurable in the
Building Block (BB).

3.1.2 General OPC UA requirements
[old ID] - The Diagnosable Building Block (BB) and Service Function Diagnostic (SFD) shall

realise generic OPC UA requirements defined in 2 System Interface Description OPC UA

Generic.

Eu.SDI.210 - Diagnostic messages are expressed as data points which are provided in
nodes on...

Diagnostic messages are expressed as data points which are provided in nodes on the OPC UA
server of the connected system.

The data points can be subscribed to or unsubscribed from at runtime according to the OPC UA

specification.

Eu.SDI.211 - To keep the data volume low in the case of frequently changing measured
values,...

To keep the data volume low in the case of frequently changing measured values, these may be
only subscribed to when required, or the OPC UA client set restrictions for transmission via so-

called "deadbands" (threshold values).

Eu.SDI.212 - Due to the naming conventions, there are some changes in the conversion of
the c...
Due to the naming conventions, there are some changes in the conversion of the class diagrams

contained in the generic and specific Interface specifications for SDI into the OPC UA information

models.
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The conversions and the modelling guidelines are defined in 1 System Interface Description SDI

application guide and B System Interface Description SDI-XX toolchain documents.

Eu.SDI.213 - An OPC UA NodeClass can be an Object, a Method or a Variable.

An OPC UA NodeClass can be an Object, a Method or a Variable.

The Objects have a TypeDefinition that behave similarly to classes in object-oriented
programming languages.

Through TypeDefintitions and DataTypes predefined by the OPC UA information models a
semantic clarification of the implementation is achieved. The use of the OPC UA information

models is needed to make possible the namespace aggregation of a Diagnosable Building Block
(BB).

Eu.SDI.214 - The OPC UA Information model in the Diagnosable Building Block (BB) shall be
derived from the generic OPC UA information models as provided together with the
specifications using the "HasSubtype" relationship.

The instantiated objects derived from manufacturer-specific types created in this way shall be
stored in the folders of the object model provided for this purpose - e.g. the product group model
of a point in the "PointProductGroupSet" and the associated equipment model in the

"PointEquipmentSet".

Note: the information models are defined in the document £ System Interface Description SDI-

GEN and the specific ProductGroup models.

Eu.SDI.215 - The OPC UA Information model in the Diagnosable Building Block (BB) shall
respect the semantics, i.e. use the diagnostic attributes according to their meaning and unit

specified in the Interface specifications for SDI.

Eu.SDI.216 - The object and event types in the object space shall contain at least all mandatory
attributes.

The OPC UA server on the Diagnosable Building Block (BB) shall receive the attribute values
according to the accuracy and update frequency as specified in the respective OPC UA

information model.

Eu.SDI.250 - The overall OPC UA Information model on the connected systems shall be
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composed of two OPC UA Information models, a generic and a product group model.

Eu.SDI.251 - The applicable value of the version number of the specific part is defined in the
product group model corresponding to type of the Building Block (BB) (e.g. SDI-P for Point) . The
applicable value of the version number of the generic part is defined in the Interface Description
SDI Generic.

[old ID] - These events notify clients about structural modifications such as:

These events notify clients about structural modifications such as:

e The addition or removal of nodes.
e Changes in node attributes or references.

¢ Updates to object hierarchies or relationships.

By emitting Model Change Events, the system ensures that Service Function Diagnostics
remains synchronized with the latest structure, enabling to adapt dynamically without requiring

manual intervention or reconnection. This is essential for maintaining data consistency.
Eu.SDI.219 - The following facets shall be implemented in addition:

Eu.SDI.220 -

e Reverse Connect Server Facet

Eu.SDI.221 -

e Event Access

Eu.SDI.222 -

e Historical Data Access

[old ID] - When an SDI-XX connection is established, the previous diagnostic data must be
a...

When an SDI-XX connection is established, the previous diagnostic data must be accessible
using OPC UA Historical Data Access (HDA). HDA allows clients to retrieve historical values of
monitored nodes, ensuring that no diagnostic information is lost due to temporary
disconnections. The OPC UA server must store and manage historical data in compliance with

HDA standards, allowing efficient querying and retrieval of time-stamped diagnostic records e.g.
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after the connection is re-established.

Eu.SDI.223 - The OPC UA server on the Building Block (BB) shall allow simultaneous
connection to at least 3 OPC UA clients.
Note: The operational use of OPC UA clients other than the Service Function Diagnostic (SFD) is

currently not defined.

Eu.SDI.224 - The OPC UA server on the Building Block (BB) shall allow at least 2 sessions per
OPC UA client.

Eu.SDI.225 - The OPC UA server on the Building Block (BB) shall allow at least 5 subscriptions

per session.

Eu.SDI.226 - The data contents and further functionality of the OPC UA server on the Building
Block (BB) shall only be provided after the security setup, as defined in [SP-SEC-CommSpec].

-> move to DBB

Eu.SDI.227 - If the communication on the diagnostics interface fails or is not yet available, all
diagnostic data of attribute type diagnosis shall be stored on the Building Block (BB) for at least 6
hours.

Note: The storage does not need to be persistent in case of a reset or re-booting of the Building
Block (BB).

Note: The methodology to calculate the storage capacity and the required inputs are defined by
national requirements.

Note: In future phases of the System Pillar, national specifications will be replaced by

harmonised specifications.

Eu.SDI.228 - After the SDI-XX connection has been restored, the stored diagnostic data shall be
accessible with OPC UA “Historical Data Access (HDA)” .

Eu.SDI.229 - If the memory allocated to the storage of diagnostic data is full, the Building Block

(BB) shall discard the respective oldest attribute data and events.

Eu.SDI.231 - The sampling interval of the OPC UA server on the Building Block (BB) shall be 1

second for all diagnostic data related to the hardware status of the Building Block (BB).

Eu.SDI.234 - The sampling interval of the OPC UA server on the Building Block (BB) shall be
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250 ms for all diagnostic data related to the status of the railway system.

Eu.SDI.232 - The sampling interval of the OPC UA server on the Building Block (BB) shall be 50

ms for all data collected as arrays.

Eu.SDI.233 - The publishing interval of the OPC UA server on the Building Block (BB) shall be 1

second.

Eu.SDI.235 - The queue size of the OPC UA server on the Building Block (BB) shall be the ratio

between sampling interval and publishing interval.

Eu.SDI.239 - The OPC UA server shall use the system time to set the SourceTimeStamp and

the ServerTimeStamp for all diagnostic data.

Eu.SDI.241 - The OPC UA server on the Building Block (BB) shall respect the security

permissions.

The following security permission is used:

Permission Name Description

eu.rail.sdi.diagnostics- Permission to read

read OPC UA nodes
containing

diagnostics-related

information.

3.1.3 Information modeling

Ids:

Corresponding OPC UA Node

Permissions(*)

Browse
Read
ReceiveEvents (if applicable)

ReadHistory (if applicable)

(*) If required, the list of OPC UA
node permissions might be extended
with additional OPC UA node

permissions.

SPT2TS-132532 from working doc; where is the EULYNX source for traceability?
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3.1.4 Message definitions OPC UA
Eu.SDI.130 - The communication between the OPC UA client and the OPC UA server is

session-ori...
The communication between the OPC UA client and the OPC UA server is session-oriented.
For OPC UA, a "Message" consists of a communication session in which several OPC UA-

specific messages are exchanged between the client and the server. The individual messages

follow the OPC UA standard.

Eu.SDIL.143 - Todo: to be moved as part of the system requirement specification (

Renaming or...
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OPC-UA

Service function

Connected system
Diagnostics collector ¥

Reverse Connect
-}
OPC_UA_Establish_connection
.
Subscribe Request
-
Publish Request
-
Diagnostic messages
-
Publish Request
-
Diagnostic messages
-}

Eu.SDI.133 - The Service Function Diagnostic (SFD) shall send a "Subscribe Request" using
OPC UA, together with the list of diagnostic messages to be registered.

Eu.SDI.137 - The Service Function Diagnostic (SFD) shall send a "Publish Request"using OPC
UA.
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Eu.SDI.138 - The Building Block (BB) shall respond to the "Publish request" with the updated

Data Points.

4 Time synchronisation

4.1 Overview

Eu.SDIL.159 - The service function Time synchronisation provides the time for all

connected sy...

the...

4.2 Communication requirements

Eu.SDI.245 - The-service-functionFime-synchronisationand-the-connected-system-shalt
ol I , \efined-in{SP-SEC-ServSpect

Eu.SDI.161 -

5 Appendix
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5.1 Applicable standards and regulations

Eu.SDI.12 - The applicable standards and regulations used in EULYNX are listed in the
EULYNX...

shall be...

5.2 Applicable documents
Eu.SDI.27 - The current versions of documents used as input or related to this document

are...

5.3 Appendices

Eu.SDI.35 - - intentionally left blank -
. ionally loft blank
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