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1.3.1 General abbreviations

Abbreviation Title

BB Building Block

BBC Building Block Configuration

HW Hardware

JWT JSON Web Token

SFC Service Function Configuration

SW Software

6 items found  

1.3.2 Document-specific abbreviations

Abbreviation Title

BB Building Block

BBC Building Block Configuration

HW Hardware

JWT JSON Web Token

SFC Service Function Configuration

SW Software

6 items found  
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1.3.3 Term definition

Title Description

Buildin

g

Block

A BuildingBlock is a logical unit of the system that is bound to a sourceable physical

equipment by means of a Basic Data Identifier having:

standardised functionality or aggregates standard functionality it depends on

may have standardised PRAMS requirements (including Tolerable Functional

Failure Rate [TFFR]

may have Safety Integrity Levels [SIL] for functions within the system border

and Safety Related Application Conditions [SRAC])

standardised cyber security requirements (including Security Level [SL] based

on the security requirements, and Security Related Application Conditions

[SRAC])

may have (on lower levels) standardised interfaces (on all OSI Layers) towards

other Building Blocks and/or external systems.

One equipment can host several BuildingBlocks (e.g in the case of a

MultiObjectController) and may be separately sourceable from different suppliers and

capable of being integrated by a third party (integrator).

A BuildingBlock is configured by one or more BuildingBlockConfigurations.

A BuildingBlock must have an unique identifier called bbId (that could be a technical

system or subsystem identifier). 

The bbIds are assigned by the integrator and are transferred to another physical unit

in case of replacement.

Each bbId must be unique.
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Title Description

Buildin

g

Block

Config

uration

A BuildingBlockConfiguration (BBC) is a node on a layer within the configuration

dependency tree.

It must be uniquely identifiable within the system as bbcId.

On the lower levels of the dependency trees the bbcIds are assigned by the supplier -

for example by imprinting the structure of configurable items into a sourceable

physical unit.

A BBC may contain a configurationFile artifact and dependencies to other BBCs.

One Building BlockConfiguration (BBC) has exactly one configuration.json file (and

an additional configurationSafe.json if it is a safe BBC).

BBCs that itself have no further dependencies in their configuration.json file are the

Lowest Updatable Units (LUU - can be updated on its own).

BBCs that are updatable must provide a corresponding configurationFile (payload).

BBCs that are updatable need an endpoint described in the "configuration.json" file.

That BBC endpoint can be accessed using a protocol capable of file transfer (e.g.

opc ua).

CCS

Deplo

yment

CCS Deployment refers to one physical deployment of a CCS System, that is

uniquely identifiable with bbId, bbcId and bbcVersion. A CCS Deployment consists of

the CCS hardware running the BBCs that are defined in a Top-Level

BuildingBlockConfiguration (BBC) and its dependencies.

Config

uratio

n

Mana

geme

nt

Configuration Management refers to the management of all Configuration Items of a

physical instance of a System (e.g. trains or trackside CCS). From a process point of

view, it covers activities along the complete chain, from the Building Block Supplier(s)

to the Integrators, the Operator, and the actual Deployment being operational.
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Title Description

Config

uratio

n

Mana

geme

nt

Conce

pt

The Configuration Management Concept is a solution oriented description of the
Configuration Management Process: it defines all the technical solutions needed for
the concrete implementation of the Configuration Management Process.

Config

uratio

n

Mana

geme

nt

Proce

ss

The Configuration Management Process captures all concrete activities along the
complete configuration management chain: from the Building Block realisation (by the
Building Block Supplier(s)), to the integration into a specific System Instance (by the
Integrator(s)), to the distribution to the field (by the Operator), and the actual
activation (going into operation) in the field (it includes also on a train). The
Configuration Management Process is a solution agnostic term that collects all
activities needed for the Configuration Management.

Distrib

utionJ

ob

"distrib

ution-

job.jso

n"

docum

ent

A DistributionJob is defines the time and conditions when one or more CCS

deployments with the same homologation receive their software configuration update

(preload and activation).

Examples for conditions when the distribution-job is started are approvals from a

train-driver, or someone from operation or a GOA4 system that need to approve the

configuration update within the preloading and activation time windows.

The distribution-job.json document references the Top Level

BuildingBlockConfiguration (BBC), that has recursive dependency tree.

The distribution-job is defined  within a distribution-job.json document that is validated

by the distribution-job.schema.json.
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Title Description

Hardw

are

Hardware refers to the physical components of a computer system or electronic

device. It encompasses all the tangible parts that can be seen and touched, such as

the central processing unit (CPU), memory modules, storage devices (hard drive,

solid-state drive), possible input/output devices (e.g. keyboard, mouse, monitor, etc),

motherboard, graphics card, sound card, and various other components that make up

a computation unit or electronic device. Hardware is responsible for executing and

processing instructions and data, providing the necessary functionality for software to

run and perform tasks.

High

level

Buildin

gBlocks

Due to the dependency concept the BuildingBlocks can form units of unlimited size. 

The recursive dependency tree can have any depth.

Every level of the dependency tree links to the next level - that allows to assign clear

responsibilities for each of the levels.

As an example a BuildingBlock "area" might refer to a number of "interlocking

interiors" and "filedelements" in its next downstream dependency level.

The Top-Level BuildingBlockConfiguration is the root where all dependencies start

from.
 

JSON

Web

Token

JSON Web Token is an Internet standard for creating data with signature and/or

encryption whose payload holds JSON that asserts some number of claims.

Servic

e

Functi

on

Config

uration

The Service Function Configuration (SFC) is the implementation of the Configuration

Management System.

The SFC is a central location technical system that is responsible for managing the

BuildingBlock Configurations.

Each BuildingBlock deployment is managed by exactly one SFC.
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Title Description

Softw

are

Software is software that encompasses both : the operating system and the computer
application that runs the computer. They are both essential for the operation of a
device.

Static

(or

semi-

static)

data

Static (or semi-static) data refers to information or data that remains unchanged or

constant over time. It is data that does not require frequent updates or modifications.

Static data typically includes reference data, constants, configuration settings, or any

other data that remains consistent throughout the operation of a system or

application. This type of data is often used as a foundation or reference point for

various processes or calculations within a system. Static data is generally stored in a

read-only format and is not subject to frequent modifications or user interactions. This

is often data that requires a homologation process before it can be applied on a

system going in operation. However, it can also include data that does not require a

homologation like IP-address, security patches, etc.

Example of statical data: software, firmware, parametrisation file, data related to the

topology stored in an interlocking, braking curves stored in the ETCS on-board, etc.

13 items found  

2 Assumptions and dependencies

Note to author: List any assumptions and dependencies applicable to the system requirements
that should be taken into account in the allocation and derivation of lower-level system
requirements. If applicable assumptions are covered by other documents such as SPPR-7906
- System Definition, these can be referenced here instead.

3 Constraints

Note to author: List any constraints applicable to the system requirements. If applicable
constraints are covered by other documents such as SPPR-7906 - System Definition, these
can be referenced here instead.
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4 System overview

For the initial and subsequent configuration of interlockings, trackside elements and further field

elements, RBCs, and onboard, a configuration process is proposed. System Pillar is in the

process of standardising the secure distribution of safe and non-safe configuration data, and

software. The dependencies of the configuration are explicitly defined in the form of a

“dependency tree”. That is IT best practice for complex projects, e.g. using Maven  or Gradle . A

dependency tree represents the hierarchical structure of all the dependencies a system requires.

It shows how each configuration item in a specific version depends on other configuration items

in a specific version. The configuration items are stored in a Configuration Repository that is

capable of resolving and downloading transitive dependencies in other Configuration

Repositories. Managing dependencies can become complex, especially in large systems. The

dependency tree helps to visualise these relationships and to identify configuration items that

have a version change, when a new top-level version is chosen for distribution including potential

conflicts. The data-driven and non-safe configuration interface is called SMI – Standardised

Maintenance Interface. SMIs enable the distribution of safe and non-safe configuration data

(including software / firmware) according to the dependency tree. The dependency tree is a

result of the data preparation process and is the only way to configure the operational systems

consistently.  [SPT2TS-130478 ]

4.1 System context

4.2 System interfaces

4.2.1 SMI

see: System Interface Description SMI  
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4.3 System modes and states

The Configurable Building Block provides configuration management capabilities through the

System Management Interface (SMI).

The Configurable Building Block may operate in the following states:

INITIALIZING

The Configurable Building Block is starting up and initializing its configuration management

services.

Typical activities include:

initialization of the configuration subsystem,

initialization of the SMI server,

loading of installed Building Block Configurations,

validation of configuration integrity,

and establishment of required communication services.

Configuration management services may not yet be available.

OPERATIONAL

The Configurable Building Block is operational and capable of:

exposing the SMI,

receiving configuration management requests,

managing Building Block Configurations,

reporting lifecycle states,

and executing configuration procedures.

DEGRADED

The Configurable Building Block remains operational, but configuration management capabilities

are partially impaired.

Examples include:

unavailable payload storage connectivity,
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unavailable diagnostics integration,

reduced storage capacity,

unavailable redundancy,

or temporary restrictions on configuration activities.

Configuration management services remain available but may be restricted.

FAILED

The Configurable Building Block is unable to perform configuration management functions.

Examples include:

failure of the configuration subsystem,

failure of the SMI server,

corrupted configuration management data,

or loss of mandatory runtime services.

Configuration management services are unavailable.

 [SPT2TS-133224 ]

5 System requirements

5.1 Non-functional Requirements

5.1.1 Availability

ToDo

5.1.2 Performance

The Configurable Building Block shall process synchronous SMI service calls to multiple BBCs

within the timing constraints defined by the SMI specification (ToDo).

ToDo Preloading Minimum Cache Size: enough cache for all BBCs simultanously
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5.1.3 Security

The Configurable Building Block shall implement the applicable TCCS cybersecurity

requirements (ToDo).

5.2 Functional Requirements

5.2.1 SMI Compliance

The Configurable Building Block shall implement the SMI according to System Interface

Description SMI .

5.2.2 BB identification

-> ToDo details working doc from Leandro

5.2.3 BBC Identification

The Configurable Building Block shall expose its Building Block identifier bbId.

The Configurable Building Block shall expose the identifiers of all Building Block Configurations

managed by the Building Block.

The Configurable Building Block shall use the tuple (bbId, bbcId) for unambiguous identification

of Building Block Configurations through the SMI.

The Configurable Building Block shall expose the current installed and preloaded version. 

-> ToDo details working doc from Leandro

ToDo: compare next chapters to  System Interface Description SMI . chapter 3.2 > much
more detailed here, discuss separation of concerns between Configurable Building Block and
SMI interface.
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5.2.4 Common Execution Principles

The Configurable Building Block shall support asynchronous execution of:

preloading,

preparation,

installation,

reboot-related activities,

and other configuration activities requiring extended execution time

The Configurable Building Block shall report the current execution state of asynchronous

activities through the SMI.

The Configurable Building Block shall report successful completion, failure, cancellation, or

abortion of asynchronous activities through the SMI.

The Configurable Building Block shall support monitoring of ongoing asynchronous activities by

the SFC.

The Configurable Building Block shall verify integrity and authenticity of configuration payloads

before use.

The Configurable Building Block shall not use configuration payloads that fail integrity or

authenticity verification.

ToDo: repetition of PRAMS at-rest requirements?

The Configurable Building Block shall reverify integrity and authenticity of configuration payloads

before activation if the payload was previously stored locally.

The Configurable Building Block shall ensure that locally stored configuration payloads remain

protected against unauthorized modification.

The Configurable Building Block shall support both safe and non-safe Building Block

Configurations.

The Configurable Building Block shall execute the same standardized activation process for safe

and non-safe Building Block Configurations.

The Configurable Building Block shall apply the additional OperationalToken-related processing

required for safe Building Block Configurations.
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The Configurable Building Block shall clearly indicate whether a Building Block Configuration is

safety-relevant.

The Configurable Building Block shall expose all execution results, verification results, and failure

information through the SMI.

5.2.5 Preloading Service

The Configurable Building Block shall support preloading of Building Block Configuration

payloads.

The Configurable Building Block shall allow preloading while the currently installed Building Block

Configuration remains operational, unless prevented by the Building Block architecture or

applicable maintenance constraints.

The Configurable Building Block shall not start preloading while activation of the same Building

Block Configuration is ongoing.

The Configurable Building Block shall perform local integrity verification of the received

configuration payload during preloading.

The Configurable Building Block shall perform local authenticity verification of the received

configuration payload during preloading.

The Configurable Building Block shall store successfully preloaded payloads locally for later

activation.

The Configurable Building Block shall indicate the preloaded version intended for subsequent

activation.

The Configurable Building Block shall expose the PreloadState of each Building Block

Configuration.

The Configurable Building Block shall expose a PreloadFailureReason if preloading fails or is

aborted.

ToDo: Add State Machine
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5.2.6 Preload State Reporting -> SMI interface

The Configurable Building Block shall expose the following PreloadState values:

NONE

PRELOADING

PRELOADED

FAILED

The Configurable Building Block shall set PreloadState to PRELOADING while payload transfer,

local storage, or preload verification is ongoing.

The Configurable Building Block shall set PreloadState to PRELOADED after the payload has

been received, stored, and verified successfully.

The Configurable Building Block shall set PreloadState to FAILED if payload transfer, storage,

integrity verification, or authenticity verification fails.

ToDo Gert -> NotYetPreloadable etc. no longer needed in StateModel?

5.2.7 Activation Service

The Configurable Building Block shall support activation of a preloaded Building Block

Configuration.

Activation shall consist of the subsequent steps:

- prepare,

- install,

- confirm.

The Configurable Building Block shall expose the ActivationState of each Building Block

Configuration.

The Configurable Building Block shall expose an ActivationFailureReason if activation fails or is

aborted.

The Configurable Building Block shall not start activation unless the corresponding payload has

been successfully preloaded or is otherwise available according to the SMI specification.
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5.2.8 Activation Step1: Preparation

The Configurable Building Block shall support a prepare service call for a Building Block

Configuration.

The Configurable Building Block shall process the prepare step asynchronously -> ToDo more

information.

During preparation, the Configurable Building Block shall verify that the preloaded payload is still

available and usable.

During preparation, the Configurable Building Block shall recheck integrity and authenticity of the

payload according to ToDo.... security.

During preparation, the Configurable Building Block may prepare other functionally dependent

Building Block Configurations located on the same Building Block, according to its local design

responsibility or domain specific requirements.

For safe Building Block Configurations, the Configurable Building Block shall request deletion of

the existing OperationalToken.

For safe Building Block Configurations, the Configurable Building Block shall report the

OperationalTokenState as NOT_CONFIRMED after the OperationalToken has been deleted or is

no longer valid for the intended version.

The Configurable Building Block shall complete preparation only when all local preparation

activities required before installation have been completed.

5.2.9 Activation Step 2: Installation

The Configurable Building Block shall support an install service call for a Building Block

Configuration.

The Configurable Building Block shall process the install step asynchronously.

During installation, the Configurable Building Block shall technically install the prepared Building

Block Configuration.

The Configurable Building Block shall determine whether a reboot or restart is required for the

installed Building Block Configuration.

If a reboot or restart is required, the Configurable Building Block shall set ActivationState to

INSTALLED_REBOOT_PENDING.
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The Configurable Building Block shall calculate the postInstallationHash after installation.

For safety-relevant Building Block Configurations, the Configurable Building Block shall calculate

the pSafetyHash according to the applicable SMI and safety attestation specifications.

The Configurable Building Block shall proceed to confirmation readiness only after installation

and required local post-installation activities have been completed.

5.2.10 Activation Step 3: Confirmation

The Configurable Building Block shall support a confirm service call for a Building Block

Configuration.

The Configurable Building Block shall process the confirm step synchronously.

For non-safe Building Block Configurations, the confirm service call shall confirm the installation

result after the SFC has checked the postInstallationHash against the expected

postInstallationHash.

For safe Building Block Configurations, the confirm service call shall install the OperationalToken

provided by the Safe Configuration Authority after successful pSafetyHash verification.

For safe Building Block Configurations, the Configurable Building Block shall set

OperationalTokenState to CONFIRMED after successful installation of the OperationalToken.

The Configurable Building Block shall report confirmation success or confirmation failure through

the SMI.

5.2.11 Activation State Reporting

The Configurable Building Block shall expose the following ActivationState values:

NONE

READY_TO_PREPARE

PREPARING

READY_TO_INSTALL

INSTALLING

INSTALLED_REBOOT_PENDING

READY_TO_CONFIRM

CONFIRMING

CONFIRMED
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FAILED

The Configurable Building Block shall set ActivationState to READY_TO_PREPARE when a

preloaded payload is available for activation.

The Configurable Building Block shall set ActivationState to PREPARING while the prepare step

is ongoing.

The Configurable Building Block shall set ActivationState to READY_TO_INSTALL after

successful completion of the prepare step.

The Configurable Building Block shall set ActivationState to INSTALLING while the install step is

ongoing.

The Configurable Building Block shall set ActivationState to INSTALLED_REBOOT_PENDING if

installation has completed but a reboot or restart is required before confirmation readiness can

be reached.

The Configurable Building Block shall set ActivationState to READY_TO_CONFIRM after

installation has completed and all required reboot or restart activities have been completed.

The Configurable Building Block shall set ActivationState to CONFIRMING while the confirm step

is being processed.

The Configurable Building Block shall set ActivationState to CONFIRMED after successful

confirmation.

The Configurable Building Block shall set ActivationState to FAILED if preparation, installation,

reboot handling, or confirmation fails.
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5.2.12 OperationalToken State Reporting

The Configurable Building Block shall expose the OperationalTokenState for each Building Block

Configuration.

The Configurable Building Block shall expose the following OperationalTokenState values:

NOT_APPLICABLE

NOT_CONFIRMED

CONFIRMED

FAILED

The Configurable Building Block shall set OperationalTokenState to NOT_APPLICABLE for non-

safe Building Block Configurations.

The Configurable Building Block shall set OperationalTokenState to NOT_CONFIRMED for safe

Building Block Configurations without a valid OperationalToken for the currently intended version.

The Configurable Building Block shall set OperationalTokenState to CONFIRMED for safe

Building Block Configurations with a valid OperationalToken for the installed and confirmed

version.

The Configurable Building Block shall set OperationalTokenState to FAILED if OperationalToken

deletion, installation, or validation fails.

5.2.13 Safe and Non-Safe Behaviour

For non-safe Building Block Configurations, the prepare step shall not require OperationalToken

deletion.

For non-safe Building Block Configurations, the confirm step shall not require OperationalToken

installation.

For safe Building Block Configurations, activation shall consist of:

prepare, including OperationalToken deletion where applicable,

install,

confirm, including OperationalToken installation.
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The Configurable Building Block shall clearly distinguish safe and non-safe Building Block

Configurations through the SMI information model.

5.2.14 Reboot and Restart Handling

The Configurable Building Block shall indicate whether installation requires reboot or restart.

The Configurable Building Block shall expose the reboot or restart scope required for activation

orchestration.

The Configurable Building Block shall expose the reboot or restart target information required by

the SFC for orchestration.

The Configurable Building Block shall enter INSTALLED_REBOOT_PENDING if a required

reboot or restart is pending.

The Configurable Building Block shall not enter READY_TO_CONFIRM before the required

reboot or restart has been completed.

5.2.15 Failure Reporting

The Configurable Building Block shall expose PreloadFailureReason if preloading fails.

The Configurable Building Block shall expose ActivationFailureReason if activation fails.

The Configurable Building Block shall expose OperationalToken failure information if

OperationalToken deletion, installation, or validation fails.

Failure information shall include, where applicable:

failureReason

failureDetails

failureTimestamp

recoverable

requiresSfcDecision.

ToDo: adapt SMI information model
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5.2.16 State Persistence

The Configurable Building Block shall persist PreloadState, ActivationState, and

OperationalTokenState.

The Configurable Building Block shall restore PreloadState, ActivationState, and

OperationalTokenState after restart.

The Configurable Building Block shall expose restored states through the SMI after restart.

6 Risk analysis

The risk analysis for the configuration process described in this document can be found attached

to this work item. This risk analysis is performed through FMEA method, in accordance with

PRAMS [version 2, version 1 corresponds to an older 4.1 schema]. This version 2 takes the

sequence diagram into account as it is currently the lowest possible level of function description.

The current state of the risk analysis identifies the following possible failure modes as safety

relevant issues. The severity category of theses issues is considered [catastrophic].
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*For a rough estimation of the Tolerable Hazard Rate, we considered the following number :

- 50 millions BuildingBlocks for field elements ;

- 30000 trains with a mean of 50 BuildingBlocks per train : 1,5 millions BuildingBlocks for rolling

stock ;

- Yearly updates for each buildingblock for both fields elements and rolling stock ;

- 1 hour of functioning of the SFC per update ;

- Up to 100 dangerous failures per year.
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These numbers can be reconsidered with more accurate data.

The formula used is the following :

THR = [Number of dangerous failures per year] / ( [time of operation per year] * [number of

buildingblocks updated] )

 [SPT2TS-130480 ]

7 Fallback situations

Description for: resume …, timeouts, decision making support, etc.

8 Application conditions

The DataPreparation must create safe consistent dependency trees including all

BuildingBlockConfiguration versions starting from a safe High Level BuildingBlockConfiguration

and put this in repositories. [SPT2TS-129866 ]

Note to author: Specify functional system requirements derived from dedicated specifications /
inputs from architectural design that are applicable to each system function. If it seems more
appropriate not to include these requirements in a separate chapter, but to include them in other
chapters in order to maintain the contextual coherence, a corresponding note can be inserted
here instead.

Add requirements that are valid for multiple functions here instead of keeping them multiple times
in the subchapters. Consider to create a new chapter for these requirements if necessary.

8.1.1 Functional overview

Note to author: Provide a high-level functional overview diagram.
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8.1.2 <System function X>

Note to author: Define the full set of function-specific requirements for necessary to perform
system function X, including inputs and outputs of the function. Specify SPPR-4173 -
Functional requirements and SPPR-4174 - Non-functional requirements applicable to the
considered system function.

If needed or appropiate, create separate chapters for each non-functional requirements type. If it
seems more appropriate not to include these requirements in a separate chapter, but to add
them to the functional requirements in order to maintain the contextual coherence, a
corresponding note can be inserted here instead.
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