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1 Preamble

1.1 Scope and intended audience

[old ID] - This document defines the interface for the configuration artifact update of con...
This document defines the interface for the configuration artifact update of consumers orchestrated by
the Service Function Configuration (SFC). The update procedure provides safety related and non-
safety related configuration artifacts to the consumers.

Eu.SMI.186 - This document is intended for the following users:

This document is intended for the following users:

Any EU-Rail System Pillar members and volunteers. 

1.2 Purpose

Eu.SMI.191 - This document describes the Standard Maintenance Interface for the service

funct...

This document describes the Standard Maintenance Interface (SMI) between the Service Function
Configuration (SFC) and the Building Block (BB). 

Eu.SMI.190 - The Service Function Configuration (SFC) is designed to provide both safety-

crit...

The Service Function Configuration (SFC) is designed to provide both safety-critical and non-safety-

critical configuration data (todo reference def).

Eu.SMI.189 - This document contains general communication requirements and technical

specific...

This document contains general communication requirements and technical specifications (e.g.

protocols and application definition) for the Standard Maintenance Interface (SMI).The interactions
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between the respective communication partners are specified.

Eu.SMI.187 - This document does not specify the behaviour of the respective communication

par...

This document does not specify the behaviour of the respective communication partner (e.g. the

system reaction in the event of a communication failure), and in particular it does not define when

which message should be sent. This behaviour is defined in  System Requirements Specification

Configurable Building Block . 

1.3 Glossary

Eu.SMI.169 - The terms and abbreviations are listed in the table below.

The terms and abbreviations are listed in the table below.

No references

todo: add terms and abb

2 Overview

2.1 Overall description

[old ID] - The SMI interface partners are the Service Function Configuration (SFC) and the...
The SMI interface partners are the Service Function Configuration (SFC) and the configurable
Building Block (BB). SMI uses the OPC UA protocol based on a client-server model. The SFC
realizes the OPC UA client, while the BB realizes the OPC UA server. Basically the BB offers its
capabilities to the SFC, which orchestrates the configuration management process.

Eu.SMI.145 - The SMI is a message-based interface. It is composed of the transport layer and...

The SMI is a message-based interface using OPC UA (OPC Unified Architecture) protocol. It is

composed of the transport layer and the application layer.

Eu.SMI.144 - The application protocols and the application-related functional requirements

as...
The application layer handles the actual data exchange and interaction between SMI application peer
nodes. It defines the information model, services, data types, and security like authorization to enable
interoperability. The application layer communicates over a secure channel established by the
transport layer. The application-related functional requirements are described in this document. 

Eu.SMI.143 - The transport layer of the SMI required in line with the application is specifie...
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The transport layer of the SMI is responsible for the secure and reliable transmission of messages
between clients and servers. It includes mechanisms such as the OPC UA Secure Channel, which
provides encryption, message signatures, and certificates for application authentication. The
transport-related functional requirements are described in this document.

Eu.SMI.142 - The lower layers (network layer, data link layer and physical layer) are defined...

The lower layers (network layer, data link layer and physical layer) are defined by the PoS-Signalling

[Eu.Doc.100].
ToDo: Add reference to "PoS-Signaliing [Eu.Doc.100]/or SP equivalent doc" 

Eu.SMI.51 - The Standard Maintenance Interface (SMI) is identical for all connected systems...

The Standard Maintenance Interface (SMI) is identical for all connected CCS/TMS systems in terms

of functionality.

2.2 Non-functional characteristics / non-functional requirements

ToDo: Add references to further applicable work items from PRAMS, etc.

[old ID] - TCCS System L4:

TCCS System L4: 

SPT2TS-127949 - Non-functional system requirements 

[old ID] - System Pillar Cybersecurity:

System Pillar Cybersecurity:
- SPPRAMSS-2785: SP-SEC-CommSpec - OPC UA Secure Communication Requirements   
- SPPRAMSS-1563: SP-SEC-CompSpec - Software Update Requirements   
- SPPRAMSS-1553: SP-SEC-CompSpec - Secure Component Configuration Requirements 
- SPPRAMSS-2465: SP-SEC-CompSpec - Device Software Requirements 
- SPPRAMSS-1495: SP-SEC-ServSpec - Shared Cybersecurity Services Requirements  

[old ID] - System Pillar Transversal CCS design decisions:

System Pillar Transversal CCS design decisions:

- TCCS SD3 Logical Architecture Solution Variants 

3 SMI application layer

The Standard Maintenance Interface (SMI) enables the transfer of safety related and non-safety
related configuration artifacts between the Service Function Configuration (SFC) and a Building Block
(BB).
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3.1 Static description

The static description specifies the foundational, immutable elements that define the interface
capabilities and characteristics. This includes the following aspects: Information model, services. data
type specification, namespace conventions, security mechanisms. These elements form the basis
upon which the dynamic aspects of the interface are built.

3.1.1 Communication requirements

ToDo: replace by reference to OPC UA requirements

[old ID] - The OPC UA endpoint shall use SignAndEncrypt as security mode.

[old ID] - The OPC UA endpoint shall use mutual authentication via certificates.

[old ID] - The OPC UA endpoint shall enforce the permissions attached to each node of the OPC-UA
model.

[old ID] - The OPC UA endpoint shall support the Security Policy ECC-nistP256.
Note: This Security Policy is defined in Amendment 4: ECC for UACore 1.04.

[old ID] - The OPC UA endpoint shall support the Security Policy ECC-brainpoolP256r1
Note: This Security Policy is defined in Amendment 4: ECC for UACore 1.04. 

[old ID] - The OPC UA endpoint may support the Security Policy SecurityPolicy [B] –
Basic256Sha256
Note: The preferred Security Policies are the ones using Elliptic Curve Cryptography (ECC).  Support for RSA may be required for
backwards compatibility implementations which do not support ECC yet. RSA will be removed in a future version of the System
Pillar Cybersecurity Specifications.

Eu.SMI.228 - The OPC UA endpoint shall use the client-server model. The Service Function

Configuration (SFC) shall realize the OPC UA client. The Building Block (BB) shall realize the OPC

UA server.

Eu.SMI.230 - The communication between the OPC UA client and the OPC UA server shall be

session-oriented. 

The individual messages follow the OPC UA standard SPT2TS-130581 - Missing cross-reference.

Eu.SMI.229 - In general the connection shall be established through the Service Function

Configuration (SFC).

Eu.SMI.247 - The service function Loading procedure may establish the connection as soon as

communication on the PoS-Signalling is possible. Note : SMI connection is established on demand. 

Eu.SMI.239 - The establishing of the OPC UA connection shall be triggered when the connected

system is entering the sub-state "Waiting for data update" within the state "Initialising". Note: not
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applicable for all BB.

Eu.SMI.262 - If no connection is available when the Building Block (BB) expects to interact with the

Service Function Configuration (SFC), the BB shall trigger the SFC via reverse connect to establish

the OPC UA connection. In case the service function Loading procedure does not start with the

establishment of the OPC UA connection as a reaction to the reverse connect within 5 seconds, the

Building Block (BB) shall resend the reverse connect.

Eu.SMI.296 - In case the Building Block (BB) receives, directly after sending a reverse connect, a

connection establishment from the Service Function Configuration (SFC) that is not a reaction to the

sent reverse connect, it shall accept the connection.

Eu.SMI.297 - In case the Service Function Configuration (SFC) receives, directly after sending a

connection establishment, a reverse connect from the Building Block (BB), it shall ignore the reverse

connect.

[old ID] - If an active OPC UA connection is lost and there are pending SMI maintenance activities,

the Service Function Configuration (SFC) shall re-establish the OPC UA connection.
Note: This handling applies regardless of which OPC UA endpoint requested the connection establishment.

[old ID] - In case the Service Function Configuration (SFC) does not start with the establishment of

the OPC UA connection as a reaction to the reverse connect within SPT2TS-131332, the Building

Block (BB) shall resend the reverse connect.
Note: If an alternative endpoint of the Service Function Configuration (SFC) is configured, the BB shall use this endpoint for the
retry.

[old ID] - After the Service Function Configuration (SFC) performed all planned SMI maintenance

activities (MaintainingFinished), the SFC shall terminate the OPC UA connection.

[old ID] - If two network channels (primary, secondary) are used for the SMI maintenance activities,

the maintenance activities shall always use the primary network channel, if available.

[old ID] - If two network channels (primary, secondary) are used for the SMI maintenance activities

and the primary network channel is not available, the maintenance activities shall use the secondary

network channel.

[old ID] - If two network channels (primary, secondary) are used for the SMI maintenance activities

and the primary network channel is available again, the maintenance activities shall use the primary

network channel for upcoming SMI maintenance activities.
Note: Constant toggling between network channels needs to be prevented.

Eu.SMI.223 - If two network channels are used for the SMI maintenance activities:

Eu.SMI.138 - 

the maintenance activities shall always take place via one of the two network channels

(primary, secondary).
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Eu.SMI.215 - 

when the Service Function Configuration (SFC) does not start with the establishment of the

OPC UA connection as a reaction to the reverse connect within 5 second, the Building block

(BB) shall retry using the other network channel (primary, secondary).

Eu.SMI.248 - After the event MaintainingFinished the OPC UA connection may be either closed

b...

After the event MaintainingFinished the OPC UA connection may be either closed by the client or

remains open. note: replaced by Req SPT2TS-130530 - After the Service Function Configuration

(SFC) performed all planned SMI mainten... 

Eu.SMI.286 - If no connection is available when the Service Function Configuration (SFC) expects to

interact with the Building Block (BB), the SFC shall establish the OPC UA connection.

Eu.SMI.126 - The bbId shall be used to uniquely identify the Building Block (BB).

[old ID] - The bbcId shall be used to uniquely identify the Building Block Configuration (BBC) within a
specific Building Block (BB).

[old ID] - The bbcId together with attribute “CurrentVersion” (bbcVersion) denotes a specific
incarnation of a Building Block Configuration (BBC).

Eu.SMI.263 - The target address(es) and the corresponding communication ports of the OPC UA

client used for initiating the reverse connect shall be configurable at the Building Block (BB).
Note: If two network channels are used for the Service Function Configuration (SFC), two target addresses need to be
configurable.
Note: In order to ensure compatibility and interoperability it is recommended to use the standard TCP port number (4840) for the
OPC UA communication.

Eu.SMI.264 - The allowed communication ports of the OPC UA server for establishment of the OPC

UA connection by theService Function Configuration (SFC) shall be configurable at the Building Block

(BB).
Note: In order to ensure compatibility and interoperability it is recommended to use the standard TCP port number (4840) for the
OPC UA communication.
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3.1.2 General OPC UA requirements

Eu.SMI.266 - The SMI interface utilizes OPC UA as follows:

The SMI interface utilizes OPC UA as follows:

The SMI OPC UA information model is structured using OPC UA Object-Nodes to represent
the data and functionality.
The SMI OPC UA information model remains static at runtime.
Stateful data is exposed through OPC UA Variable-Nodes.
The Service Function Configuration (SFC) is able to read from and subscribe to these OPC UA
Variable-Nodes, but is not permitted to write to them.
The Service Function Configuration (SFC) utilizes OPC UA method calls to invoke specific
functionality (e.g., triggering actions or computations) on the Building Block (BB).

Eu.SMI.267 - OPC UA node IDs of system parts in the OPC UA server of the connected system shall

remain unchanged after a reset of the connected system or of the OPC UA server, unless an OPC

UA Node ID has been explicitly changed during a configuration update.

Eu.SMI.295 - The OPC UA Information model provided with this specification ( SPT2TS-129898 -

Missing cross-reference) shall be used by the SMI communication partners.
Note: The specified SMI information model can be parameterized for specific configurations, while still fulfilling this specification.

Eu.SMI.287 - All nodes in the information model that share the same parent must have a unique

browse name.

Note: This allows the use of simplified browse paths without namespace indices.

Note: This requirement is still valid for SDI and SMI. This rule will be part of the "CONEMP: Generic

OPC UA Requirements". 

Eu.SMI.292 - The version number of the OPC UA Information model shall consist of 3 levels,

M....

The version number of the OPC UA Information model consists of 3 levels, M.m.c., expressing Major,

minor and compatible changes in the information model.

The upper two levels, M.m., are marked in the namespaceURI. All three levels, M.m.c., are marked in

the OPC UA variable 'version'.

Eu.SMI.268 - Changes to the OPC UA Information model structure at runtime shall be communicated

to the OPC UA client via model change events, as specified in [OPC].

Note: This requirement is still valid for SDI and SMI. This is a basic OPC UA mechanism and will be

part of the "CONEMP: Generic OPC UA requirements" document.

Eu.SMI.269 - The OPC UA server in the connected system shall implement the "Embedded 2017 UA

Server Profile".
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The binary protocol defined in the "Standard 2017 UA Server Profile" is used for communication.

Eu.SMI.270 - The following facets shall be implemented in addition:

Eu.SMI.271 - 

Reverse Connect Server Facet/ Reverse Connect Client Facet

Eu.SMI.272 - 

Method Server Facet/ Method Client Facet

[old ID] - File Access Server Facet / File Access Client Facet

[old ID] - The existing OPC UA StatusCodes SPT2TS-130741 - Missing cross-reference shall be
reused for application specific error information after completion of an OPC UA method call.
Note: To eliminate any vagueness, the OPC UA server should include the application specific description in the DiagnosticInfo.

[old ID] - The OPC UA client shall not be enabled for the writing of variables on the OPC UA server.

Eu.SMI.273 - The OPC UA server on the connected system shall allow at least 5 subscriptions per

session.

Eu.SMI.274 - The data contents and further functionality of the OPC UA server on the connected

system shall only be provided after the security setup, as defined in [SP-SEC-CommSpec].

todo: update the reference to SEC.

Eu.SMI.290 - The OPC UA server on the connected system shall respect the security permissions.

The following security permissions are used:

Permission Name
 

Description Corresponding

OPC UA Node

Permissions(*)

eu.rail.smi.configuration-read Permission to read OPC UA nodes

containing configuration-related

information.

-- Abbreviation: R

Browse

Read

eu.rail.smi.configuration-

distribute

Permission to read OPC UA nodes

and execute OPC UA methods (e.g. OPC

UA File Type) to distribute  configuration

data to the component.

-- Abbreviation: D

Browse

Read

Execute
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Permission Name
 

Description Corresponding

OPC UA Node

Permissions(*)

eu.rail.smi.configuration-

activate

Permission to read OPC UA nodes and to

execute OPC UA methods to process

changes on the component.

-- Abbreviation: A

Browse

Read

Execute

eu.rail.smi.component-reset Permission to execute OPC UA method

to process a component reset.

-- Abbreviation: RT

Browse

Execute

(*) If required,

the list of OPC

UA

node permissions 

might be extended

with additional

OPC UA node

permissions.

3.1.3 Information model

[old ID] - The OPC UA information model is the foundation that defines the data, functional...
The OPC UA information model is the foundation that defines the data, functionality, and semantics
exposed by OPC UA servers. It encompasses: data representation, functional representation,
namespace and versioning, metadata and semantics, extensibility and interoperability.

[old ID] - Namespace and model versioning:
Namespace and model versioning:

In general the model version shall consist of 3 levels M.m.c, expressing Major, minor,
compatible changes.
Major version changes indicate breaking, backward-incompatible changes to the information
model
Minor version changes represent smaller, backward compatible updates like new features or
functionality.
Compatible version changes represent minimal, backward compatible updates like minor
improvements.
Each namespaceURI shall be unique within the OPC UA server.
Each namespace is identified by a unique namespaceURI that includes the version information
M.m.
The version information shall be appended to the namespaceURI.
The build-in OPC UA namespace version attribute shall be set in accordance with the version
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information M.m.c
An OPC UA client shall use the namespaceURI to uniquely identify a namespace

[old ID] - The following pattern should be used for the namespaceURI:

The following pattern should be used for the namespaceURI:
http://[organisation]/[interface]/[interface-specific]/[version]
where [version] should use a major.minor numbering schema

Example:
http://rail-research.europe.eu/SMI/GEN/1.0 -- SMI generic

Eu.SMI.298 - The version number of the OPC UA Information model as described in this document is

x.x.x.

todo : update the version number according to current one.

Eu.SMI.241 - The information model, as defined in [OPC], to be used is shown in the figure

be...

The information model, as defined in [OPC], to be used is shown in the figure below.

Eu.SMI.233 - Information model

Information model
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Eu.SMI.244 - The table below contains clarifications regarding the information model in Eu.SMI.233

Name Node
Class

Parent Additional
Information

Description Permission

(R, D, A,

RT)

BB1  ..  BBn Object Configurati
on (global)

Contains all Building Block Configurations
(BBCs), methods and status variables used
for maintaining a specific Building Block.

R, D, A, RT

BBC1  ..  BBCm Object BB (n) Contains all methods and status variables
used for maintaining a specific Building
Block Configuration.

R, D, A, -

ActivationState Variab
le

BBC (m) DataType: Enumeration
Values:
NotYetActivatable,
ReadyForActivation,
Activating,
ActivationAborted

Indicates the activation state of Building
Block Configuration m

R, -, A, -
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Name Node
Class

Parent Additional
Information

Description Permission

(R, D, A,

RT)

BBCState Variab
le

BBC (m) DataType: Enumeration
Values:
Activated,
Deactivated

The state of the BBC, whether it is activated
or deactivated.

R, D, A, -

BBCID
 

Variab
le

BBC (m)
 

DataType: String The unique identifier of the Building Block
Configuration within the Building Block. 

The BBCID together with “CurrentVersion”
denotes a specific incarnation of a Building
Block Configuration. 

Remark: The BBCID is allocated and
maintained by the supplier (e.g. firmware) or
integrator (e.g. configuration). The BBCID is
unique within a specific Building Block
(BBID).

R, D, A, -

CurrentVersion Variab
le

BBC (m) DataType: String Currently applied version of the Building
Block Configuration. 
This value is set by the BB based on the
version information read from the installed
file.

R, D, A, -

PreloadedVersion Variab
le

BBC (m) DataType: String Version of a preloaded Building Block
Configuration. Preloaded BBCs can be
activated immediately or at a later time if a
two-step update procedure is applied. This
value is set by the Building Block based on
the version information read from the
preloaded file.

R, D, -, -

PreloadFile Object BBC (m) DataType: FileType
(OPC UA)

The preload file for Building Block
Configuration m.

R, D, -, -

PreloadState Variab
le

BBC (m) DataType: Enumeration
Values:
NotYetPreloadable,
ReadyForPreload,
Preloading,
PreloadingAborted

Indicates the preload state of Building Block
Configuration m.

R, D, -, -

ConfirmationState Variab
le

BBC (m) DataType: Enumeration
Values:
NotYetConfirmable,
ReadyForConfirmation,
Confirming,
ConfirmatioAborted

The confirmation state of a BBC, whether it
is confirmed, not confirmed or currently
confirming.

R, -, A, -
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Name Node
Class

Parent Additional
Information

Description Permission

(R, D, A,

RT)

pSafetyHash Variab
le

BBC (n) DataType: String The protected safety hash of the Building
Block Configuration post installation. The
safety hash is protected with the TAN.

R, -, A, -

pTAN Variab
le

BBC (n) DataType: String Building Block generates a random value
TAN and combines it with the Building Block
secret to a pTAN.

R, -, A, -

NonSafetyHash Variab
le

BBC (n) DataType: String The unprotected non safety-related hash
Building Block Configuration post
installation.

R, -, A, -

pLastOperationTo
ken

Variab
le

BBC (m) DataType: String The protected value of the old
OperationToken to proof that the
deactivation of the incompatible Building
Block Configurations has been done.

R, -, A, -

AbortUpdateProce
ss

Method BBC (m) Inputs: no input
arguments
Outputs: no output
arguments

Abort the currently running update of
Building Block Configuration m.

-, D, A, -

Activate Method BBC (m) Inputs: no input
arguments
Outputs: no output
arguments

Activate the previously transferred building
block configuration m.

-, -, A, -

RequestDeactivati
on

Method BBC (m) Inputs: pTAN
Outputs: no output
arguments

Request to deactivate incompatible Building
Block Configurations. This could potentially
mean going out of operation for a Building
Block. For non safety-related Building Block
Configurations the pTAN is empty.

-, -, A, -

ConfirmActivation Method BBC (m) Inputs:
pOperationToken
Outputs: no output
arguments

Confirm BBC activation.
For non safety-related BBCs the
pOperationToken is empty.

-, D, A, -

MaintainingFinished Method BB (n) Inputs: no
input arguments
Outputs: no
output arguments

Indicates that the maintenance process has
been completed.

-, D, A, -

MDMRequestReset Method BB (n) Inputs: no
input arguments
Outputs: no
output arguments

Request a remote reset of the Building
Block.

-, -, -, RT

MDMSafeMainten
ance

Method BB (n) Inputs: no
input arguments
Outputs: no
output arguments

Perform maintenance after the Building
Block was safely released from
railway operation.

-, D, A, -
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Name Node
Class

Parent Additional
Information

Description Permission

(R, D, A,

RT)

OperationState Variab
le

BB (n) DataType: Enumeration
Values:
NotMaintenance,
Maintenance

Indicates the general operation state of the
Building Block in the context
of configurability.

R, D, A, -

RegistrationsReady Method BB (n) Inputs: no input
arguments
Outputs: no
output arguments

Informs the Building Block
that the registration of OPC UA status
variables has been finished.

-, D, A, RT

StartAsyncPreload Method BB (n) Inputs: no input
arguments
Outputs: no
output arguments

Start a download that can be performed in
parallel to the safe railway operation of an
Building Block.

-, D, -, -

BBID Variab
le

BB (n) DataType: String The unique identifier of the Building Block.

Remark: The BBID is allocated and
maintained by the integrator and represents
an unique identifier of a BB (that could be a
technical system or subsystem identifier).
The BBID is used for device binding during
safety attestation.

R, D, A, -

UpdateInitState Variab
le

BB (n) DataType: Boolean Indicates that initialization of PreloadState
and ActivationState variables has been
finished.
This is the trigger that allows the MDM to
iterate over the BBCs and update them as
needed.

R, D, A, -

 
 
Eu.SMI.242 - Generic events as defined in [Eu.Doc.120] are implemented by the following

mechanisms defined in [OPC], as below: Note: the MBSE approach here is not used in this

document, a new state machine for SMIv3 should be developed and will not be part of this document. 

Eu.SMI.232 - T1in_Maintaining_finished shall be triggered by calling MaintainingFinished

Eu.SMI.234 - T2in_Preload_item_i_started shall be triggered by calling PreloadFile.Open

Eu.SMI.235 - T3in_Preload_file_i_close shall be triggered by calling PreloadFile.Close

Eu.SMI.236 - T4in_Activating_item_i shall be triggered by calling ActivateItem

Eu.SMI.237 - T6in_Update_process_aborted shall be triggered by calling AbortUpdateProcess

Eu.SMI.249 - T19in_Start_async_preload shall be triggered by calling StartAsyncPreload

Eu.SMI.250 - T30in_MDM_Request_Reset shall be triggered by calling MDMRequestReset
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Eu.SMI.251 - T32in_Registrations_Ready shall be triggered by calling RegistrationsReady

Eu.SMI.252 - T36in_MDM_Safe_Maintenance shall be triggered by calling MDMSafeMaintenance

Eu.SMI.46 - - The procedure is not currently specified -

- The procedure is not currently specified -

Note: In future phases, this procedure will be based on harmonised specifications published by the

Eu-Rail System Pillar. Note : does not fit to the Generic SMI approach

ToDo (Gert CBB, Karl SFC): move if needed

3.2 Dynamic description

The dynamic description covers aspects of the interface that can change or vary as the interface is
used over time. It focuses runtime behavior, configuration and settings, state changes, error handling,
performance and scalability. 

The dynamic description complements the static description of the interface's fundamental definitions
and capabilities.
 

3.2.1 Configuration Services

3.2.1.1 Loading Procedure

The Loading Procedure shall be used between the SFC and the BB for cached loading of
configuration data to the BB in the following situations:

-          due to an administrative change of the BB configuration data in the SFC e.g. version switch;

-          due to an restart of a new BB without or outdated configuration data;

-          due to an request from a BB to check the validity of the current configuration data.

This procedure covers the information flows of the interface between the SFC and the BB as
shown in the sequence SPT2TS-130597_Loading. 
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3.2.1.2 Deactivation Procedure

=> Deactivate Current Configuration & Withdraw OP-Token
=> Reference to SRS_SFC-BB SPT2TS-130592_Deactivation 

3.2.1.3 Activation Procedure

=> Install New Configuration & Prepare Data Correctness Parameter
=> Reference to SRS_SFC-BB SPT2TS-130593_Activation 

3.2.1.4 Confirmation Procedure

=> Check Data Correctness & Release OP-Token
=> Reference to SRS_SFC-BB SPT2TS-130594_Confirmation 

3.2.1.5 Backup Procedure (future; part of Cybersecurity Alignment)

=> Parameter backup / restore 
=> Reference to SRS_SFC-BB (TBD)

3.2.2 Maintenance Services

3.2.2.1 Reset Procedure

=> Request the BB to process a restart

3.2.2.2 SafeMaintenance Procedure

=> Inform the BB about pending maintenance actions

3.2.2.3 Factory Reset Procedure (future; part of Security Alignment)

=> Request the BB the process a factory reset due to decommissioning

3.2.3 Connection Procedures

3.2.3.1 SMI Connection Setup: Reverse Connection

=> BB triggered OPC UA Connection Establishment via ReverseHello
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3.2.3.2 SMI Connection Setup: Direct Connection

=> SFC triggered OPC UA Connection Establishment

3.2.3.3 SMI Session Setup

=> OPC UA Session Establishment

3.2.3.4 SMI Connection / Session Termination

=> Termination of the OPC UA Connection / Session

3.2.3.5 SMI Connection / Session Re-establishment

=> Re-establishment of a terminated OPC UA Connection / Session

3.2.4 Definition of time values

3.2.4.1 Connection Handling

[old ID] - Con_tmax_ReverseConnection_Response
Con_tmax_ReverseConnection_Response:  The configured value shall be the time the Building
Block (BB) shall wait for a reaction of the Service Function Maintenance (SFC) ("Hello Message")
after issuing a reverse connection ("Reverse Hello Message") before retrying.

DefinedBy: BB
Unit: seconds
Range: 1 - 300
Default: 1

[old ID] - Con_tmax_Response_SFC: The configured value shall be used to determine

inactivit...
Con_tmax_Response_SFC: The configured value shall be used to determine inactivity of the
Service Function Configuration (SFC) on an established SMI connection. The SFC is considered as
inactive if it does not call any SMI method during Con_tmax_Response_MDM after its last method
call has been executed and returned.

The time value shall be configured in accordance with:
DefinedBy: BB
Unit: seconds
Range: 5 - 300
Default: 10

[old ID] - Con_tmax_SMI_Connection: The configured value shall be the time limit for trying...
Con_tmax_SMI_Connection:  The configured value shall be the time limit for trying to establish a
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SMI connection via reverse connection procedure. If the limit is exceeded the Building Block (BB)
shall stop retrying to establish the SMI connection and continue with its current workflow.

A value smaller or equal to Con_tmax_ReverseConnection_Response implies that the Building Block
(BB) only tries to connect once and does not retry at all.

DefinedBy: BB
Unit: seconds
Range: 1 - 3600
Default: 20

3.2.4.2 Update Handling

[old ID] - Con_tmax_DataInstallation: The configured value shall be the time limit for the...

Con_tmax_DataInstallation: The configured value shall be the time limit for the activation of a
Building Block Configuration (BBC). If exceeded, the Service Function Maintenance (SFC) retries or
aborts the activation of the BBC.

DefinedBy: SFC
Unit: seconds
Range: 1 - 600
Default: 60

[old ID] - Con_tmax_DataTransmission: The configured value shall be the time limit for the...
Con_tmax_DataTransmission: The configured value shall be the time limit for the transmission of a
Building Block Configuration (BBC). If exceeded, the  Service Function Configuration (SFC) retries or
aborts the transmission of the BBC. The measured time frame starts with the call of PreloadFile.Open
and ends with the call of PreloadFile.Close.

DefinedBy: SFC
Unit: seconds
Range: 60 - 3600
Default: 300

3.3 Interdependencies to other interface layers

ToDo: Analysis of dependencies between levels like time-out values among OSI layers, disconnection detection and
reconnection.
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4 Appendix

4.1 Applicable standards and regulations

Eu.SMI.184 - A list of applicable standards and regulations used in EULYNX is listed in the E...

A list of applicable standards and regulations used in EULYNX is listed in the EULYNX Reference

Document List [Eu.Doc.12].

Eu.SMI.205 - The references listed in the EULYNX Reference Document List [Eu.Doc.12] shall

be...

The references listed in the EULYNX Reference Document List [Eu.Doc.12] shall be considered

where they are indicated as being applicable to SMI in the “Applies to” column of the EULYNX

Reference Document List [Eu.Doc.12]

[OPC]
OPC Unified Architecture Specification (IEC/TR 62541)
- Part 1: Overview and concepts
- Part 2: Security Model
- Part 3: Address Space Model
- Part 4: Services
- Part 5: Information Model
- Part 6: Mappings
- Part 7: Profiles
- Part 8: Data Access

[OPC UA-10000-6]
OPC 10000-6: UA Part 6: Mappings

[OPC UA-Call Service Result Codes]
OPC 10000-4: UA Part 4: Services - 5.12.2.4 StatusCodes

4.2 Applicable documents

Eu.SMI.183 - The current versions of documents used as input or related to this document

are...

The current versions of documents used as input or related to this document are listed in the

EULYNX Documentation Plan [Eu.Doc.11]. The relationships between the documents are displayed

in the Appendix A1 Documentation plan and structure [Eu.Doc.11_A1]. Note: not applicable in the SP

context 
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4.3 Appendix

Eu.SMI.175 - - intentionally left blank -

- intentionally left blank - Note: not applicable in the SP context 

5 Workspace for discussions, actions and issues

- The statements marked with ToDo will be incorporated as part of the document update planned for
the next system pillar remit phase (2025/2026).
- Continue system pillar cybersecurity alignment on SSI-MNT and backup services.
- Incorporate and link with L4 results

6 Scope of interface constraints

Intentionally left blank.
 

SPT2-CONEMP

System Interface Description SMI (rev. 904933)

24 | Page 2026-06-05 15:23


