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50126-1:2017 - phase 5 for a system under consideration. It contains a general description of the system

architecture to sufficient depth and to justify the architectural decisions. The goal is to convey a clear and overall

understanding of the considered principles which led to the chosen architecture and to describe how the system

architecture provides a solution to the system requirements.
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1 Preamble

1.1 Scope and intended audience

Scope

This document provides the Subsystem Architecture Description of the Transversal CCS System (TCCS).The scope of

this document is limited to the architectural aspects of TCCS related to Configuration Data management and diagnostics

activities.

Within this scope, the document describes:

The structured decomposition of the TCCS into subsystems, components, and interfaces relevant to configuration
and diagnostics.
The external and internal interfaces enabling the secure and reliable exchange of these data categories.
The behavioural allocation of functions across the subsystems.
The architectural characteristics required to fulfil the applicable performance, RAMS  and security requirements

This document shall be read in conjunction with the following input references:

TCCS System Definition : providing the overall context, objectives, and boundary conditions of the TCCS

system.

1.2 Purpose

This document describes the System Architecture as required per SPPRAMSS-349 - [EN 50126-1:2017] phase 5 (arch
itecture and apportionment of system requirements) for the TCCS system. It contains a general description of the system
architecture to justify the architectural decisions. The goal is to convey a clear and overall understanding of the
considered principles which led to the chosen architecture and to describe how the system architecture provides a
solution to the system requirements.

1.3 Glossary

Term Definition

Building Block (BB) A modular functional element of the Transversal CCS System providing a defined set of capabilities and

interfaces.

Building Block

Configuration (BBC)

A configuration instance of a Building Block, including all configuration artefacts, metadata, dependencies,

lifecycle states, and associated information required for operation.

Configurable Building

Block

A Building Block that exposes configuration-related capabilities through the System Management Interface (SMI).

Diagnosable Building

Block

A Building Block that exposes diagnostics-related information through the System Diagnostics Interface (SDI).

Service Function

Configuration (SFC)

The subsystem responsible for system-wide orchestration of Building Block Configuration lifecycles, including

preparation, installation, verification, dependency handling, safety attestation coordination, and reboot

coordination.

Service Function

Diagnostics (SFD)

The subsystem responsible for aggregation and system-wide provision of diagnostics information received from

diagnosable Building Blocks.
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Term Definition

System Management

Interface (SMI)

The standardized interface used for configuration-related interactions between the Service Function

Configuration and configurable Building Blocks.

System Diagnostics

Interface (SDI)

The standardized interface used for diagnostics-related interactions between diagnosable Building Blocks and

the Service Function Diagnostics.

SDI-GEN The generic diagnostics information model containing diagnostics concepts and model elements shared across

multiple product groups.

SDI-XX A product-group-specific extension of SDI-GEN defining diagnostics semantics for a particular product group.

Configuration

Repository

The subsystem responsible for storage, management, retrieval, integrity information, authenticity information, and

dependency management of configuration artefacts and associated metadata.

Configuration Artifact A metadata file and optional payload file used to configure a Building Block Configuration.

Metadata File Additional information associated with a configuration artifact, such as ids, version, signatures, hashes,

certificates, dependency information, or safety-related information.

Dependency A relationship indicating that a Building Block, Building Block Configuration, function, artefact, or service relies on

another element.

Information Model A technology-independent semantic description of objects, relationships, attributes, states, and behaviours

exchanged through an interface.

Interface Realization The technical implementation of an interface using a specific communication technology or protocol stack.

OPC UA Open Platform Communications Unified Architecture. The preferred technology for realizing SMI and SDI

interfaces and associated information models.

Preparation The lifecycle phase in which a Building Block Configuration package is transferred, validated, and made ready for

installation.

InstallationVerification Activities performed after installation to verify that the installed Building Block Configuration matches the

expected configuration.

Safety Attestation The process of establishing that a Building Block Configuration is approved for safety-relevant operational use.

Operational Token A safety-related artefact representing the operational commitment and safety attestation of a Building Block

Configuration.

Reboot Orchestration The coordination of restart and reboot activities across multiple Building Blocks and technical execution

environments.

Product Group A partition of a railway system sharing common diagnostics semantics and represented by a common SDI-XX

information model.

Diagnostics Information Information describing the condition, status, faults, events, health, or behaviour of a Building Block or Building

Block Configuration.

Integrity Assurance that an artefact has not been modified in an unauthorized manner. 

Authenticity Assurance that an artefact originates from the claimed source.

Traceability Ability to relate artefacts, states, decisions, events, and activities across the lifecycle of a Building Block

Configuration.
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Term Definition

Orchestration Coordination of activities involving multiple Building Blocks, Building Block Configurations, dependencies, and

execution targets.

Lifecycle State A state representing the progress or condition of a Building Block Configuration within a defined lifecycle

dimension such as preparation, installation, safety attestation, or operation.

2 Overview

2.1 Overall description

The Transversal CCS System (TCCS) provides standardized mechanisms for configura...

The Transversal CCS System (TCCS) provides standardized mechanisms for configuration management and diagnostics

across heterogeneous CCS Building Blocks supplied by different manufacturers.

The architecture separates system-level management functions from Building Block implementations through

standardized information models and interfaces.

Two transversal system functions are defined:

System Function Configuration (SFC)

System Function Diagnostics (SFD)

The System Function Configuration manages the lifecycle of Building Block Configurations (BBCs), including preparation,

installation, verification, safety attestation, and operational confirmation.

The System Function Diagnostics provides a standardized view on the operational condition, health status, faults, events,

measurements, and diagnostic information of Building Blocks and Building Block Configurations.

Building Blocks expose standardized information through:

the System Management Interface (SMI) for configuration-related interactions,

the System Diagnostics Interface (SDI) for diagnostics-related interactions.

The architecture enables interoperable configuration and diagnostics management while allowing suppliers to retain

implementation freedom within their Building Blocks.

The interfaces are defined through standardized information models and semantics. The communication technology used

to realize these interfaces is outside the scope of the logical architecture and may be implemented using different protocol

stacks. OPC UA is the preferred realization technology.

[PAB] Transversal CCS System [Architecture context description]
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Figure 1 Diagram [PAB] Transversal CCS System [Architecture context description]

2.2 Architectural principles

Separation of Concerns

Configuration management and diagnostics are treated as separate system functions.

Configuration management addresses the desired state of a Building Block Configuration, including deployment,

verification, safety attestation, and operational confirmation.

Diagnostics addresses the observed state of a Building Block and its configuration, including condition monitoring, fault

reporting, events, and operational status.

This separation avoids mixing configuration intent with operational observations.

Standardized Information Models

The architecture is based on standardized information models that define the semantics of configuration and diagnostics

information independently from any communication technology.

The information models define:

objects,

relationships,

states,

lifecycle information,

diagnostic information,

exchange semantics,

and constraints.
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This ensures a common interpretation of exchanged information across suppliers and implementations.

Technology Independency

The architecture defines logical interfaces and information semantics independently from the underlying communication

technology.

This enables different protocol realizations while preserving interoperability at information level.

Protocol technologies are considered implementation choices of the interface realization.

Modularization

The architecture decomposes the TCCS into independently manageable Building Blocks and transversal system

functions.

Each Building Block is responsible for:

local execution,

local diagnostics,

local configuration processing,

and lifecycle management of its Building Block Configurations.

System-wide coordination is performed by the transversal system functions.

This enables scalability, supplier independence, and incremental system evolution.

Separation of orchestration and execution

The architecture distinguishes between orchestration decisions and local execution.

Building Blocks execute local configuration and diagnostics functions.

System-wide activities such as:

dependency handling,

installation sequencing,

outage coordination,

reboot coordination,

and safety-attestation coordination

are performed by the System Function Configuration.

This separation enables consistent system-wide behaviour while minimizing Building Block complexity.
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2.3 Functional distribution

[PAB] Transversal CCS System [Functions allocation]

Figure 2 Diagram [PAB] Transversal CCS System [Functions allocation]

Functional Distribution Configuration

The architecture distributes responsibilities between transversal system functions and Building Blocks.

The Service Function Configuration (SFC) is responsible for:

configuration orchestration,

dependency management,

lifecycle coordination,

reboot coordination,

and safety-attestation coordination.

Configurable Building Blocks (BB) are responsible for:

execution of local configuration activities,

lifecycle state management,

local verification,

local safety-attestation processing,

and exposure of standardized configuration through the defined interfaces.

This distribution minimizes coupling between Building Blocks while enabling system-wide coordination through

standardized interfaces.

Functional Distribution Diagnostics
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The Service Function Diagnostics (SFD) is responsible for:

diagnostic aggregation,

condition monitoring,

event collection,

fault management,

and system-wide diagnostic visibility.

Diagnosable Building Blocks (BB) are responsible for:

local diagnostics,

and exposure of standardized diagnostic information through the defined interfaces.

This distribution minimizes coupling between Building Blocks while enabling system-wide coordination through

standardized interfaces.

3 System Architecture Descriptions

Configuration: System Architecture Description Configuration 

Diagnostics: System Architecture Description Diagnostics 

4 Appendix

4.1 Input documents

Information Security specs, Shared security services ...

4.2 Standards and references

The following standards, specifications, and modelling conventions are used for the development of the Transversal CCS
System architecture, interfaces, information models, and protocol realizations.

Railway System Engineering and RAMS

EN 50126-1:2017 Railway Applications – The Specification and Demonstration of Reliability, Availability,

Maintainability and Safety (RAMS) – Part 1: Generic RAMS Process

EN 50126-2:2017 Railway Applications – The Specification and Demonstration of Reliability, Availability,

Maintainability and Safety (RAMS) – Part 2: Systems Approach to Safety

EN 50128 Railway Applications – Communication, Signalling and Processing Systems – Software for Railway

Control and Protection Systems

EN 50129 Railway Applications – Communication, Signalling and Processing Systems – Safety Related Electronic

Systems for Signalling

System Architecture and Modeling
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The architectural structure, behavioural allocation, interfaces, and information models are developed using Unified
Modeling Language (UML).

The following UML diagram types are used:

Class Diagrams for static information modeling and interface data structures

State Machine Diagrams for lifecycle and state modeling

Sequence Diagrams for interaction and behavioural modeling

The UML models represent the normative information model definitions used by the architecture.

Applicable standards:

OMG Unified Modeling Language (UML), current applicable version

OMG Meta Object Facility (MOF), where applicable

Information Modelling

The architecture is based on technology-independent information models defining:

classes

references (relationships)

states

diagnostics information

configuration information

metadata including dependencies

lifecycle information

and dependencies and associated metadata.

OPC UA Information Models

For protocol realizations based on OPC UA, the UML information models are mapped to OPC UA Information Models.
Applicable specifications:

IEC 62541 OPC Unified Architecture (all applicable parts)

OPC Foundation OPC UA Specification

The OPC UA Information Models provide the machine-readable realization of the technology-independent information
models defined by the architecture.

Communication Behaviour
The architecture defines interface semantics independently from communication technology.
When OPC UA is used as the interface realization technology, communication behaviour shall comply with the applicable
OPC UA specifications, including:

Client-Server Services

Information Model Access

Discovery Services
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Subscription Services

Event Services

Security Services

Alarm and Condition Services, where applicable

The detailed communication behaviour is therefore governed by the OPC UA specifications rather than by this

architecture description.
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